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An Office of Inspector General (OIG)
is an independent office that:

« Promotes economy, efficiency, and effectiveness

« Prevents and detects fraud, waste, and abuse in
agency programs and operations

« Has full access to records and subpoena power

« Reports to head of agency (e.g., NSB) *
and Congress
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https://oig.nsf.gov/

What does our office do?
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Our Office of Audits Our Office of We also invest in
conducts audits of Investigations outreach:
NSF operations and investigates presentations,
programs and NSF allegations of fraud, briefings, and
award recipients. We waste, and abuse; publications. Learn
alsg conduct financial research misconduct; more: oig.nsf.gov!
and IT reviews. ' '
ond yoatons Sl Head o Resources &
' ' Qutreach!

or policy.
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http://www.oig.nsf.gov/
https://oig.nsf.gov/resources-outreach/outreach
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How do we pick what to audit?
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DISCRETIONARY DISCRETIONARY DISCRETIONARY
Audits/reviews Congressional Requests from Referrals from
required by law: Requests NSB/NSF Investigations
- CFO Act (NSF's
];itnaatg%aelnts) Single Audit Results = Management OIG risk-based
Challenges assessment
- FISMA
- Payment

Integrity ,v ‘v ‘

Information Act
of 2019

- DATA Act
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What kinds of audits mlght
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Audits of NSF Programs

. External/Incurred Single Audit Reviews
& Operations Cost Audits
We conduct performance audits Auditors — both NSE OIG We conduct desk reviews
of NSF programs and operations. employees and auditors with on all single audit
The audits cover all facets of NSF's whom we contract — reporting packages for
management, including internal determine whether costs which NSF is the cognizant
business functions and execution claimed by awardees are or oversight agency.

of grant activities. allowable, reasonable, and

properly allocated. In Quality Control

Reviews, we review the
auditors’ work. We may
request source documents/
prior testing. We make
recommendations to the
audit firm.

Financial & IT Audits

We conduct required audits of
NSF's annual financial statements,
FISMA, and more, and we also audit
NSF's internal IT operations.

These audits may also
include reviews of an
awardee's accounting system
or internal controls.
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External Audit
Risk Model

YRR -

Obtain Universe of NSF Awards

) [lfl* Define Population of Awardees

3 * Apply Internal Risk Factors

4 jo Apply External Risk Factors
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Desk Reviews,
Previous QCRs

Volume &
Exposure

GAQC Member

E/’)Surmg the Quality of Single Audits

B Laura Raogng,

What are single ay djgg;
Like a ca jps ion, i5 4 diggn stic check-up fo, Chlities
that receiye Feq - Colleges, Universities, nd non.profy Organizg-
lions thyy Xpend $750,004 L More g yoqr iy Federa Wards mygg obtain
an :lmumlindependml financig) and compliane, dit. These , dits are
Conducted py public arrounu‘u,g fioms o State auditopg and are designeq
10 ease (he burden o Wardees (g Leceive funding from Multiple Feq
i S entities,

Asingle audit "lepo!ting Package” indudes 0 opinion gy an
AWardee’s financig) Slatements qp, g Roles; a Jigg of EXpendityres for awargs
Teceived directly g om the Govemmen, orthrough States ang other enyj.
ties; an evaluation ofits ntemal copqpgpe OVer financjy Téporting; ap
©Opinion o jgs Compliance ywigp, Federy) Stafutes, Tegulations, qpq select
¥ard tems qpg conditions; 354 g instances o, noncompliapee with
Federg) fequiremens o Weaknesses jn ntemal congrop

Whyare single Adits imp ot gy

Federy Agencies ang P:l&\‘—lhm(lgh entities yse single augit iufonnmmn to

track awarg Xpenditpes, ASESS W ardees' ability (o eﬂcmw{y Manage

Federg funds, 354 10 ensure gy, rdees take ooy tective actions 1, address

ings, Awarding Aencies anq Ppass. y

Tesults of single 4 Plan oversjgp, efforts i, Site visits
T post i Tesources ofe,

ard m
N single aygisg for additiong) audit Coverage of Wardees a4 may yse
the resyjyg (o help Prioritize o, €r audit anq m\‘emgalon‘ Wwork.

How do € ensure single audits gre reliablep
We evalugge e reliabilty of ip g, Wdits through gegy. TS and qugi
Contro] Tevieys, Dunng a desk Teview, we EXamine the audit Teporting
Package, bug poq the underfying gy,qq dommmmum. Adesk reyjeny
evaluates Whether he audit Teporting Package Contains gJ) Tequired
elements jpy €N0Ugh detaj] €nable agencies 1o Make effectiy Managemeny
decisions, conduct desk Teviews on g single iy Teporting pack.
ses for which NSFis the COgnizant o Oversight agen y for audit {gener-
ally defineq s the augjteq €ntity’s pred,

review,

S by evaly 4 e 3
it complies yjgpy (?memﬂy Accepted Gover Auditiy 13 Standards
+ Americy i ttified pypjj, Accountapg (AICP4)
ly that Performg lhesin);le
4 rating Of Pass, pagg with Deﬁﬂmcib_ or Fail.

What do yoy 4, Pith the regyjts of desk ang quqpze, €Ontrol revigy)
We share results of TEYEwS with e AWardee, jts Auditors, g S other
Federy) funding Aencies apg Pass-theough entities wheq Warranted,

ALY, We refer ditors who 4,

Where can 1 g additiogy informagiey
* The Single Augit oy Amendmens of 10,
W, cong Vil 104 CONgTeSS/Senate bty 570

* Federal gugy

hiips: /vy,

finghouge,
st oy

How caqg Ireport research Misconduyct o other fopgg of fraug,
Waste, abuse, o whisueblower Teprisaly
* Web: DS //nsf, goy g tePort-frayg
. Annny‘mnm Hotline. 1.800, 428.2189
* Emaj

thower Avenue, Alexandriy, v
ATIN: o1 HoTLINg

22314
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Audit Commmunication Process

Step 1

Engagement Letter

Define audit objective
and scope

Step 4
O

90
-

Exit Conference

Discuss audit results and final
recommendations.

——————
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Step 2 Step 3
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Fieldwork/

Discussion Draft
» Discuss potential audit
issues & recommendations
» May also use Notices of
Preliminary Findings &
Recommendations (NPFRSs)

Step5 [T Step 6 7

Official Draft Report Final Report

* Issue official draft report » We issue the report to NSF
« Auditee typically has 30 days and Congress
to provide a formal written » We post on oig.nsf.gov and
response oversight.gov
» We include response in final » We post on X (formerly
report. Twitter): @NSFOIG

Entrance Conference

» Discuss audit with auditee
management

» |dentify key points of contact

» Discuss audit process




Highlights of Recent Audit Work

In our January 2022 capstone report - Promising Practices for
NSF Award Management, we shared the most common audit
findings from 18 audits and suggestions to strengthen award
management practices:

Continually monitor and verify the allowability of high-risk expenses.

Strengthen controls over applying indirect cost rates.

award documentation.
Document and justify reasonable allocation methodologies.

Regularly review and update grant management policies and
procedures

e Ensure award recipients create and maintain sufficient, appropriate
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Office of Investigations

Detect and Prevent Fraud

. Investigate criminal, civil,

administrative matters

Address alleged wrongdoing involving
proposals, awards, and those who
. conduct business with, or work for, NSF
‘ Iégrj::mﬁtmnal Science Foundatlon‘
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Plagiarism
+
Falsification/
Fabrication
of Data

Types of
Allegations

Theft or
Abuse of
Government
Funds

False
Statements

Employee

» Duplicative
Misconduct

Funding

Conflict of
Interest
Issues
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Sources of Allegations

OIG Office of Audits University administrators
or Proactive Reviews

Anonymous hotline callers
or informants

Colleagues, Students, Post-Docs
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The Investigative Process

:
e ®

Analyze allegation, Evidence As appropriate, refer Report V\it)(;gksévci:hhtoDrsOJI\’lg?te
determine to audit, NSF, Office and awardees to
: . ther OIG o resolutions that
issues evidence other of Investigation protect the interests

of the Federal
Government and the
U.S. taxpayer
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Ad m i N i St rat ive Research Misconduct:

C - 45 CFR Part 689
dSes — - NSF regulations tracks Conflicts of Interest
o o OSTP's Federal Policy (COls), violations of
VIOIatlons Of - Defines Fabrication, confidentiality, etc.
- Falsification, Plagiarism
Regu lations (FFP) and defines
‘research”
Human :
subjects Whistleblower
research Retaliation
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Criminal/Civil Cases

Frequently Violated Criminal and Civil Statutes

Theft of Federal
Embezzlement ¢ iminal False Claims Funds
18 U.S.C. § 641 18 US.C. § 287 18 U.S.C. § 666
Conspiracy Wire fraud Falsification of
. . J 18 U.S.C.§ 1519
Eal Civil False Claims g
aise 31 U.S.C. § 3729(a) Mail fraud
Statements 18 U.S.C. § 1341

18 U.S.C. § 1001




Investigative Outcomes

Refer to other
authorities (e.g., U.S. Refer to NSF
Dept. of Justice)

Criminal or Civil matters may Administrative matters may
result in: : result in:
e Prosecution e Suspension/ Termination of
m e Settlement agreement/ awards

compliance agreement e Certifications/ assurances
e Fines, reimbursements, e Suspensions/ debarments
incarceration e Reprimands/ retractions

Refer to the OIG Office of
Audits

i 2.8 o8 : ) : - B .
%ﬁrﬁ ational Science Foundation
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INVESTIGATIONS
CASE STUDY #1

Falsified Documents During
Audit Leads to Civil False
Claims Act Settlement

What Went Wrong

 Inadequate controls to prevent employee from
fabricating timesheets

« No culture of compliance; others agreed to backdate
timecards

What Went Right

« Office of Audits caught on, asked questions, referred to
Office of Investigations

Outcomes
« $1.17 million settlement; 5-year compliance plan
« Compliance coordinator plead guilty; sentenced to 1 year probation



INVESTIGATIONS
CASE STUDY #2

Unallocable Grad
Student Teaching
Costs Improperly
Charged to Research
Grants

What Went Wrong

« Burdened research grants with unrelated teaching
costs

What Went Right
 Attempted to, and ultimately did, fix the problem

Outcomes
e $3.75 million civil settlement



INVESTIGATIONS What Went Wrong
CASE STUDY #3 » Undisclosed foreign funding

« Submitted proposal for research that had already been
completed

* Lying to OIG

Former Professor
Convicted of Grant Fraud

What Went Right
 University cooperated with investigation

Outcomes
 Convicted of conspiracy, false statements, and obstruction
« Sentenced to time served and 2 years' supervised release




INVESTIGATIONS
CASE STUDY #4

Lack of Adequate
Documentation for
Personal Expenses and
Aadvance Expenses

What Went Wrong

 Inadequate documentation

« Personal expenses

« Insufficient review of available documentation
 University waited 2 years to notify NSF

What Went Right

 University ultimately notified NSF of concerns

Outcomes
e $2.7 million settlement
« 5-year compliance plan



INVESTIGATIONS What Went Wrong

CASE STUDY #5  NSF-supported graduate student: falsified data, plagiarized another
researcher’s dissertation, and committed ethical violations in preparing
and submitting manuscript

Data Falsification .
and Plagiarism What Went Right

 Accurate and thorough university investigation
» Publications retracted
« Required better student training going forward

Outcomes
» 3-year debarment
« 6 years' certifications and assurances




INVESTIGATIONS
CASE STUDY #6

Plagiarism and
Merit Review
Violation

What Went Wrong

 Faculty member Pl and NSF reviewer copied from an NSF
proposal he reviewed into his own; and

 Plagiarized from various sources in other proposals

What Went Right

« Placknowledged copying the material ’ ‘

« University required the PI to submit plagiarism reports for
proposals and papers for 3 years and complete training

Outcomes
« 2-year debarment of Pl

« 5years' certification and assurances; prohibited from serving as NSF
reviewer, advisor, consultant, or rotator



Read and know the applicable

i Do not expend award
B e st grant cpndltlons, rules_ a_nd funds post-expiration or
regulations when receiving for purposes unrelated to
federal grant funds the award

Practices

Provide and Document
(Mandatory) Training
Do not provide inaccurate
information or false
certifications to grantee
institution or federal agency

* [f you notice an issue,
timely self-disclose

Ensure your financial
reporting matches your When in doubt, ask
financial records
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WHISTLE BLOWER

Who is protected from Retaliation for : -
making Protected Disclosures? What are protected disclosures?

o Current and Former NSF Employees

Violations of any law, rule, or regulation

Applicants for NSF Employment

and abuse of authority
Employees of a Federal Contractor

or Subcontractor Substantial and specific danger to public

health and safety

Employees of Grantee or
Subgrantee

Protected disclosures can be made to management, OlG, or Congress.
Check out oig.nsf.gov/resources-outreach/whistleblower-information
for more information.

Gross waste of funds, gross mismanagement,

24


https://oig.nsf.gov/resources-outreach/whistleblower-information

Whistleblower
Ombudsman/ Coordinator

William J. Kilgallin
Senior Advisor, Investigations
NSF OIG

ombudsman@nsf.gov



mailto:ombudsman@nsf.gov

Keep in touch!

For more questions/info:
OlGPublicAffairs@nsf.gov //703.292.7100
Follow us on X (formerly Twitter) at @nsfoig
Visit our website at oig.nsf.gov

Ebsite of the United States govermment Here's how you know v

r/ National Science REPORT FRAUD, WASTE, & ABUSE %
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F Foundation | [ a |
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To report fraud, waste, abuse, or
whistleblower reprisal:
e File online report: imiprove the efectivadlls, ciiency, and e\gomy ofits ilkrars Nl
oig.nsf.gov/contact/hotline " feaprmarii ity B
e Anonymous Hotline: 1.800.428.2189
e Mail: 2415 Eisenhower Avenue, fecentlicports
Alexandria, VA 22314 - N
ATTN: OIG HOTLINE T ol e e e

Q u esti O n S a b O u t re p O rti n g? E m a i | REVIEW TYSONS CORNER, VA, UNITED STATES AUDIT GOLDEN, CO, UNITED STATES
oig@nsf.gov.

We provide independent oversight of the National Science Foundation to



https://oig.nsf.gov/contact/hotline
mailto:oig@nsf.gov
mailto:OIGPublicAffairs@nsf.gov
https://www.twitter.com/nsfoig
https://oig.nsf.gov/

Questions?

Ask us now, or contact us later!

Sarah Adams  Elisabeth Christensen = Michael Collins Aliza Sacknovitz
Program Specialist  Investigative Attorney  Criminal Investigator Deputy Director, RIA
SaAdams@nsf.gov EChriste@nsf.gov MCollins@nsf.gov ASacknov@nsf.gov
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